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Why we need cooperation for network security

o BULBEM R RCA SRS, e A
for attackers & incidents, there is no borders, but we have
o WTPERIIE SR TAER, MRS K
too many users too much works, need QoS
o WRRKZHHARD, TErHHNHGE
too many tech. issues, need too much resources
o WNRBIFCRLISMIRZ Wt SIS AR
not only tech. issues are included In
o BEALHIRRE, ZEABRAE R
Global Problem, Global Solution

National Computer network Emergency Response technical Team/Coordination Center of China
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Cooperation Scheme on Technical Side
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1SOL SLAMMER

With the scheme established in 2002, we
successfully restrained SQL SLAMMER in 2003.

o AH XT3 EI’J%B’A%IUH EI’J
Bit—2y

was not good enoug

e 20044E3K
(G2

In 2004, the scheme was enlargec

*

JE R

e F1 5E 3

i

+

Zﬁ/\—

th o&

/I_;\ /IZI 9

e AR) -SRI

FE R R

New incidents made us reallzed that the scheme
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cooperation scheme among multiple sides

B Wb R . MR e ]G FARM JE. Tk
WA ZA, 7 ah IR R 25 ) 2 14 S 1 -
Cooperate among multiple sides:
— Government: laws, LEA, standard, etc. related
— ISPs: network related
— Various CSIRTs/security service providers: cover more end users
— Labs: analysis, research, development related
— Organizations with specialities: more professional support
— Industry side: patch, tools, products, upgrade, etc.

ﬁﬁﬁ_‘% Gk 2. ARAIEYE, A TR IEA RN 2R %

A _ _ _ :
Only by multi-parties’ cooperation according to a well-

planed scheme can Internet security incidents be handled
quickly and effectively

National Computer network Emergency Response technical Team/Coordination Center of China
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International cooperation: ‘Global problem, global solution’

[ Fae 5 AR A 4 Ak

With global cooperation, we can:
— Get earlier warning
— Data sharing (increase the analysis capability)
— Tech. and info. sharing
— Stop the attacking from other country or trace the sources of attackers

CNCERT/CC /5245
CNCERT/CC :

— got early information from JPCERT/CC and AusCERT for MSBLAST(DDoS traffic)
and NACHI(abnormal traffic increasing)

— confirmed the situation during each large-scale incidents with CSIRTs in Europe,
America, and other places

— helped other CSIRTs to handle hundreds of phishing incidents
52 B bR & EAH 2R o
More and more international organizations now: FIRST, APCERT, EGC, TF-
CSIRT, etc.

National Computer network Emergency Response technical Team/Coordination Center of China
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Cooperation among various fields including LEA

. %Jr% K B R ES ATV A, 4514 AntiPhishing:

et Ffll[é INA= R _ o
organlzatlons for fight with particular threat, etc phishing

o VAT IR e, Bl 2P
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cooperatlon org. for anty-cybercrime, eg. G8
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cooperate with LEA is always a hot topic

National Computer network Emergency Response technical Team/Coordination Center of China
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Cooperation organizations & schemes

o FIRST

o APCERT

o EGC/TF-CSIRT

o V2R KM EAEHEL

o TR L IR 4% B S A B R AR
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Europe

e European Government CERT : EGC

— Comprised of the Government
CERTs from

o UK, France, Germany, Finland, Sweden,
Netherlands.

 TF-CSIRT: cooperation organization with
focus on research issues

National Computer network Emergency Response technical Team/Coordination Center of China
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America

* Inter-American CSIRT Watch and Warning Network,
(2004.4 Framework)
— Establish CSIRTSs in each of the Member States;
— Identify national points of contact in each State;
— Establish protocols and procedures for the exchange of information;
— Rapidly disseminate notice of such attacks throughout the region;

— Provide rapid regional notice of general vulnerabilities in the
system;

— Provide regional warning of suspicious activities, and develop the
cooperation needed for analysis and diagnosis of such activities;

— Provide information on measures for remedying or mitigating
attacks and threats;

— Strengthen technical cooperation and training in computer security
aimed at establishing national CSIRTS; etc.

e 23 countries participated, to make up national POC operate

24X7

National Computer network Emergency Response technical Team/Coordination Center of China
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Asla-Pacific

« APCERT: 171-Eiia, KRHIINAEEHA
— KA (AuSCERT) . HA(IPCERT/CC). #fi[H
(KrCERT/CC) . H[E (CNCERT/CC) . L2k
. (MyCERT) . Z&[E(TaiCERT). #rhndk
(SingCERT). FEfE(PH-CERT). 3K
(BruCERT) . H'[H & H#E(HKCERT). etc

National Computer network Emergency Response technical Team/Coordination Center of China
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APCERT POC Scheme

Initially created for APCERT members.

Used for serious and time critical incidents only. This
means, each POC must give the requests made via this
arrangement highest priority.

APCERT will provide APCERT POC Arrangements to
CSIRT groupings outside the AP region if certain criteria
are met.

APCERT POC Arrangements will not be exchanged with
Individual CSIRTs or vendor CSIRTSs.

One POC per one economy.
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cooperate with other organizations

e FIRST

e EGC

o APEC

o Efc.
*CNCERT/CCE/EX T EHA -5 IR EHHBHRF-SGIMWIR LUK
W IRE 77 7 B2 [T,

JIAPCERT JY/E 4 WA X SELE S (.2 I 4 (R, WA X%
RIS B X2 [T R

National Computer network Emergency Response technical Team/Coordination Center of China



\ l I {
‘ IIW r

CN(OUERT/CC

0RED. FH. ANOMNEHIESR
Establishing Positive, Open, and Effective
Network Emergency Response Systems

Questions?

www.cert. org.cn
dyj@cert.org.cn
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National Computer network Emergency Response technical Team/Coordination Center of China
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Proposals for the cooperation in

I

network security (newly added)

CERT capability building
Training & HR building
Forum and related conferences to share experiences and

discuss related problems
— CNCERT/CC Annual Conference; APCERT conferences , etc

POC exchange

Information exchange issues (depends on):

— Building up the trusted relationships

— Strand and the implementation, e.g. IODEF and IHS

— Secure and convenient platform for information exchange

MOU & NDA (in the future)

=
National Computer network Emergency Response technical Team/Coordination Center of China



