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Figure 3.5. MW and MVAr Output from Eastlake
Unit 5 on August 14

I S W
oa _W :__
- | Exsiiar Comirol tripe i
C rrcirmpd Saagll Bapeciop CiT - J
o ovwwkoasieal WA oourigpest ]
S -+ ==
[Pt BVOSY Bl et
F wewar )
“ _: . i

o
.
|

350

oS TAR _345_KV

o TEEE T~ || n

| 1 T
| | |
| | |

2 | | Eastlake trip |
| | |
| T T
! Cham _Harding Star_ South
: : Line trip ! / Canton Line trip
| | |
: : Hana_Jduniper : :

310 | | Line trip | |
| L L |
: | ‘
| | |
| | |

300 T T T t '

11:00 12:00 13:00 14:00 15:00 16:00 17:00

EASTERN DAYLIGHT TIME
Augustl14,2003

N Abi-Samra EPRIsolutions



%408, L4F IR FH 9K

Flgure 4. 1 Tlmellne Start of the Blackout in Ohio
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The existence of both internal and external links from SCADA systems to
other systems introduced vulnerabilities. At this time, however, preliminary
analysis of information derived from interviews with operators provides no
evidence indicating exploitation of these vulnerabilities before or during the
outage. 9
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US Certificate Policy for

Energy Market Access and Reliability Certificates (e-MARC)
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(Entity Code) (Entity Code) (Entity Code) (Entity Code)

| | =
cn=John W. Smith, ou=NERC, o=North cn=Sue Baker, ou=NAERO, cn=John W. Smith, ou=AEPMWE, cn=John W. Smith, ou=AEPMAE,
American Electric Reliability Council, o=North American Electric o=American Electric Power o=American Electric Power

Reliability Council, c=us Marketing, c=us Marketing, c=us

—1  cn: John W. Smith

cn: Sue Baker

[ cn: John W. Smith ~|__cn: Greg Williams
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o=North American Electric Reliability
Council, c=us
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o=American Electric Power

o=North American Electric o=American Electric Power

— cn: www.somenode.com |
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— cn: settlements

cn=192.168.1.1, ou=NERC, o=North
American Electric Reliability Council,
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| cn:192.168.1.1

4{

Reliability Council, c=us Marketing, c=us Marketing, c=us
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ou=AEPMWE, o=American Electric ou=AEPMAE, o=American Electric
Power Marketing, c=us Power Marketing, c=us
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